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DYNAMICS

Tensions in the Arab Gulf 
have experienced a sharp 
spike over the past months. 
Terrorist and proxy mili-
tia attacks, directed by the 
Islamic Republic of Iran, 
have targeted energy trans-
mission infrastructure via 
the bombing of pipelines in 

Saudi Arabia, international 
oil tankers (belonging to 
Japan, Norway, United 
Arab Emirates and Saudi 
Arabia) in the UAE, while 
naval mines have damaged 
other tankers in the Strait 
of Hormuz. Critical infra-
structure in Saudi Arabia 

(re: Abha’s civilian air-
port) has also been repeat-
edly struck. A US recon-
noissance drone was then 
downed by Iranian air de-
fences—forcing Washing-
ton to adopt a more asser-
tive strategy in the region.
Events on the ground have 

Salami Tactics

Cyber-Security in the Arab Gulf 

EGIC: Dr. Keshk, the 
cyber-space has had a 
major role in the Gulf 
recent history, giving 
relevance to the cyber-
security mechanisms set 

by the GCC countries. 
How do you rank the 
Gulf countries in terms 
of their cyber-security 
capabilities?

KESHK: The GCC coun-
tries have a high interest 
in cyber-security. In 2016, 
they spent $ 7.2 billion on 
the field, reflecting a spe-
cific focus on digital space.  
Bahrain, Saudi Arabia and 

here is a Puzzle:

why are euroPean 
Banks so keen 

on sanctions 
Busting? 

This April the Italian bank, 
UniCredit Bank SpA, along 
with its subsidiaries, agreed 
a financial settlement of 
$1.3bn settlement with the 
US Department of Justice 
as part of a deferred pros-
ecution agreement with 
respect to violation of 
several US sanctions pro-
grammes. That is a sub-
stantial sum and makes a 
large dent in the bank’s 
financial profitability. 
What is more, over the last 
decade European financial 
institutions have paid out 
$14bn in sanction penal-
ties, principally to the US 
Department of Justice. 
It needs to be stressed that 
EU countries have been 
prominent in facilitating 
the Iran nuclear deal. They 
have also established trad-
ing ties with many of the 
countries now subject to 
stringent US sanctions. 
More recently, France, Ger-
many and the UK (the E3) 
formally registered a spe-
cial purpose vehicle (SPV) 
to help facilitate trade with 
Iran priced in euros –a sig-
nificant demonstration of 
Europe’s apparent com-
mitment to maintaining 
the Iran nuclear deal after 

Dr Ashraf Keshk, Director of 
the Strategic and International 
Studies Program at the 
Bahrain Center for Strategic, 
International and Energy 
Studies "Derasat". 
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Cyber-Security 
Perspectives

T HE R EPORT

The event was held on 14 May 2019.  For more information visit us at www.egic.info

As the pervasiveness of the 
cyber-sphere grows in pub-
lic life, so do the challenges 
that this domain poses to 
national and international 
actors. The growing weight 
that the cyber-sphere has 
taken in security, politi-
cal and economic agendas 
around the world and calls 
for an expansion of aware-
ness by policy-makers and 
relevant stakeholders on the 
need to improve interac-
tions with the cyber realm.
Against this backdrop, on 
14 May 2019, the Euro-Gulf 
Information Centre (EGIC) 
organised a high-level 
roundtable composed of 
cyber-security experts, 
namely: Arije Antinori 
(Stratcom Expert Geopol-
itics and OSINT Analyst); 
Sarah Backhman (PhD at 
Stockholm University and 
Consultant in Strategic 
Cybersecurity at Secana); 
Alexi Drew (Research As-
sociate at the Centre for 
Science and Security Stud-
ies at King’s College Lon-
don); Andrea Gilli (Senior 
Researcher at the NATO 
Defense College); Corrado 
Giustozzi  (Cybersecurity 
Expert at Agenzia per l'Ita-
lia Digitale, Journalist and 
Professor); Giulio Terzi di 
Sant’Agata (Former Min-
istry of Foreign Affairs, 
Former Ambassador, Pres-
ident CSE Cybsec SpA). 
Major international events 
have shown that the vir-
tual arena to be a pivotal 
platform – in some cases, 
battlefield – of economic, 
political and security inter-
ests in various dimensions.
In 2015, sophisticated cy-

ber-attacks hit Ukraine’s 
power grid systems, leav-
ing hundreds of thousands 
without electric power 
around the country. The at-
tacks – by some believed to 
have been led by Russian 
hackers – were repeated 
in June 2017 on a wider 
scale. Initially targeting 
Ukraine’s government and 
businesses, a ransomware 
spread internationally, hit-
ting network systems of 
institutions and companies 
through Europe, the United 
States and even Australia.  
More recently, in May 
2019, the Donald Trump 
administration declared a 
National Emergency, pro-
hibiting executive com-
panies from using foreign 
technologies believed to 
augment risks of sabotage 
by foreign players. The de-
cision came after a cyberse-
curity crackdown by the US 
Government against alleged 
Chinese plans to infiltrate 
US IT networks through the 
production and the install-
ing of the 5G technology by 
the Chinese-based Huawei. 
This increasing interna-
tionalisation of cyber-risks 

must be a wake-up call for 
the international communi-
ty. The threats posed to the 
digital domain cannot be 
overlooked, and an unprec-
edented level of coopera-
tion between national and 
international institutions is 
required to contain them.
For instance, cooperation 
needs strengthening at the 
EU level, since its cyber-se-
curity apparatus still lacks 
a harmonised and unitary 
approach, as Corrado Gi-
ustozzi highlighted. One 
concrete necessity of fur-
ther EU cooperation is to 
contrast cyber disruption 
of Critical National Infra-
structures (CNI) – physical 
assets essential to the stable 
functioning of a society -a 
major threat to economic 
interests and to regional se-
curity. As Sarah Backhman 
underlined, ‘Greater trust 
and synergy among states is 
needed. At the EU level the 
focus is still on pre-emptive 
measures when it comes to 
CNI, but responsive mech-
anisms are largely over-
looked.’ At this current 
historical juncture, when 
CNI have become appeal-

ing targets for hostile cy-
ber-actors, the absence of 
a communal strategy be-
comes a hazardous risk. 
The EU Commission is 
attempting to pull togeth-
er a more comprehensive 
approach. The European 
Union Agency for Net-
work and Information Se-
curity (ENISA) works in 
the direction of improving 
communication and shar-
ing of information among 
EU members, an approach 
strongly welcomed by Cor-
rado Giustozzi, also a mem-
ber of the Permanent Stake-
holder Group of the agency, 
who said “Forecasting dan-
gers and future challenges 
can only take place by warn-
ing sharing. In that, ENI-
SA is extremely useful”. 
A EU-wide approach is 
necessary, however, not 
only to face activities of 
hostile foreign powers who 
target physical and digital 
infrastructures but also to 
pressure large multinational 
companies to adopt effec-
tive security and privacy 
policies that, as in the case 
of Facebook and Twitter, 
have been overlooked for 
a long time. Major compa-
nies’ economic and strategic 
relevance makes their im-
pact comparable to that of 
state actors, as pointed out 
Giulio Terzi di Sant’Agata.
In addition, is worth point-
ing out the challenges posed 
by non-state actors, such as 
terrorist groups and organ-
ised crime, who increasing-
ly make a far and wide use 
of the cyberspace. Daesh’s 
experience teaches vastly 
on their use for propagan-
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da, recruiting and on-the-
ground operations. Framing 
effective countermeasures 
against evolving actors and 
situations needs institutions 
able to pick up the pace not 
only in terms of technolo-
gies, but also of strategic 
perspectives, as argued Ari-
je Antinori. In such context, 
on the 17th of May 2019, 
the EU Council established 
a framework which allows 
the EU to impose sanctions 
on entities responsible for 
cyber-attacks or attempted 
ones and even on those who 
provided financial, techni-
cal or material support. This 
undoubtedly constitutes 
a step forward. However, 
such framework still ne-
glects mechanisms through 
which legal responsibili-
ties for the attacks should 
be ascribed and the signif-
icance of the attack should 
be measured. NATO itself 
still lacks an official un-

derstanding about the kind 
of cyber-attack that would 
be a trigger for Article 5, 
meaning an attack on all the 
organisations’ members. 
Arguably, cyberattacks car-
ry the most devastating po-
tential when directed at po-
litical and economic targets. 
The ever-increasing rele-
vance of ICT in politics has 
shed the light on the risks of 
their sabotage and misuse, 
including through Russia’s 
alleged interference in US 
2016 elections. Indeed, as 
underlined by Dr. Drew, 
the use of cyber technolo-
gies as instruments of in-
ternational relations differs 
from one actor to another.
While Western democra-
cies have initially failed to 
interpret social media as 
strategic tools, other actors 
have quickly understood 
their instrumental role in 
domestic and foreign pol-
itics. In this sense, Russia 

has worked to immunise 
itself against information 
risks through the usage of 
social media platforms. 
Russia-founded platforms 
as Telegram and VKontak-
te substitute in the country 
Whatsapp and Facebook: 
that shields Russian users 
from the same kind of in-
formation warfare put into 
action by Moscow on West-
ern platforms, as in the case 
of the 2016 US elections. 
Even apparently safe tech-
nological tools can be used 
for political or espionage 
purposes, stated Alexi 
Drew. A case among others 
is the adoption of the 5G 
network technology. The 
5G has raised concerns - as 
Terzi di Sant’Agata empha-
sised - regarding its possi-
ble hostile misuse and the 
fact that it could constitute 
a cyber-threat intention-
ally developed by China. 
Due to its ubiquity, the cy-

ber-sphere is often used 
with diverging securi-
ty and strategic purpos-
es. This makes education 
and specific technological 
awareness essential to both 
users and policy-makers.   
To effectively deal with the 
cyberspace and its chal-
lenges and raise aware-
ness about its complexities 
sharing of knowledge and 
wide-ranging expertise is 
pivotal to craft a needed 
global unitary approach. 
Such process has indeed 
been difficult in the past 
but today is needed more 
than ever. EGIC through 
its conferences, analyses 
and events works constant-
ly at building a network of 
experts with the aim to aid 
the work of policy-makers 
and improve discussion 
around security and aware-
ness of the cyber domain.

By Arnold Koka

Cyber-Security in the Arab Gulf 
the United Arab Emirates 
have distinguished capa-
bilities in this respect. They 
are ranked by the 2017 
Cyber security Index of 
the International Telecom-
munication Union (ITU) 
as ‘maturing’ in the cyber-
area. Particularly, in the 
2018 ITU Index, Saudi Ara-
bia was ranked as the first 
among the Arab countries 
and the 13th worldwide 
in terms of cyber-security.  
The index measures readi-
ness of member states 
based on five key pillars: 
legal, technical, organi-
zational, capacity build-
ing and cooperation. Such 
ranking is due to the setting 
of bodies concerned with 
the securing of the digital 

space by those countries.  
Bahrain has been particu-
larly incentivized to up its 
cyber-readiness and its ca-
pabilities, seeing a rapid 
jump from a 55% to an 
astonishing 98% internet 
penetration rate over the 
past decade. The country 
is also one of the leaders of 
Financial Technology and 
contributes to countering 
Terrorism Financing. 

EGIC: What kind of role 
does Bahrain play in the 
regional cyber-security 
strategy?

KESHK: Bahrain is keen 
to coordinate with the 
Gulf countries on such is-
sue. It has set up the first 

cyber-security centre in the 
Kingdom this year (2019), 
and it further implements 
coordination by partici-
pating in meetings of the 
GCC Standing Committee 
on Cyber Security. In addi-
tion, recent reports indicate 
that Bahrain’s sophisticated 
banking systems have the 
ability to counter digi-
tal attacks: a feature that 
could bring useful lessons 
for other Gulf countries. 
Moreover, according to 
the Bahrain Economic De-
velopment Board (EDB). 
The country is also distin-
guished for headquarting a 
number of IT companies in 
the areas of services, distri-
bution and consulting. This 
has led Bahrain to being 

ranked, in many reports, as 
the first in the Middle East 
and North Africa in infor-
mation and communication 
technology for many years.  
When it comes to being on 
the receiving end of cyber-
activities, in 2018, Bahrain 
was targeted by multiple 
cyber-attacks of various 
kinds. The country man-
aged to deal with them ef-
ficiently. 

EGIC: Iran’s asymmetric 
warfare has produced a fo-
cus in cyber-intelligence, 
cyber-terrorism and in 
generating stronger cy-
ber-warfare capabilities.  
What are the reasons be-
hind that focus?

FROM PAGE 1
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KESHK: I think that Iran's 
focusing on cyber warfare 
is part of the county’s re-
gional hegemony drive, 
which has not stopped 
since the 1979 revolution. 
As the world powers seek 
to counter Iran’s plans to 
develop weapons of mass 
destruction, the country is 
trying to develop asymmet-
ric warfare capabilities. An 
electronic warfare battalion 
was initially formed for the 
Iranian army. Later, it was 
fully transferred into the Is-
lamic Revolutionary Guard 
(IRGC), with a direct order 
by the supreme leader Ali 
Khamenei. This electronic 
army is being used to attack 
the information systems of 
Iran’s regional neighbors. 
Examples to such  attacks 
were numerous. Statistics 
show a 46% increase in the 
number of attacks on com-
panies operating in the Gulf 
region in 2018 compared to 
2016.

EGIC: Critical Infra-
structures have increas-
ingly been targeted by cy-
ber-attacks with political 
incentives, endangering 
private companies and 
infrastructures providers.   
Nevertheless, the GCC 
countries’ visions aim at 
improving the digital de-
velopment of their socie-
ties. Since the regional 
atmosphere is expected 
to remain tense in the fu-
ture, will private invest-
ments be endangered by 
this sense of digital inse-
curity?

KESHK: With the infra-
structure, especially the 
technology infrastructure, 
being increasingly devel-
oped in the Gulf countries, 
more dangers of cyber-ter-
rorism will be heightened.  
A recent study indicates that 

50% of all cyber-attacks in 
the Middle East target the 
oil and gas sector, includ-
ing that of the oil producing 
GCC countries. Such cy-
ber-offenses have a signifi-
cant impact on production, 
operating time, efficiency 
and safety. The existence 
of about 400 financial in-
stitutions in Saudi Arabia, 
including banks and insur-
ance companies, makes 
them targets for many hos-
tile actors in the world. As 
a result, Saudi Arabia is the 
third most targeted country 
in the world by cyber-attack 
against its government and 
private sector facilities, 
with an average of 54.000 
attacks annually.

EGIC: Cyber Security is 
a global issue and it must 
be approached through 
a harmonised approach, 
which is lacking both in 
Europe and in the GCC. 
How can the EU and the 
GCC learn from each oth-
er in terms of cyber strat-
egies?

KESHK: The EU has made 
cyber-security a top priori-
ty, as evidenced by the vari-
ous meetings of representa-
tives of EU member states. 
There is a specific agency 
responsible for electronic 
security in the European 
Union, and some EU coun-
tries, particularly France 
and Germany, have signifi-
cant experience in the field. 
The GCC countries can ben-
efit from such knowledge.  
On the other side, The GCC 
countries have in the past 
succeeded in dealing with 
many cyberattacks. They 
are experienced in this area, 
especially concerning the 
work of financial institu-
tions such as banks and cur-
rency exchange companies. 
They also are acquainted 

to addressing e-attacks on 
infrastructure. These are 
all important experiences 
from which EU countries 
could widely benefit. A step 
further in improving co-
ordination and strategy on 
cyber would be for them to 
conclude a security agree-
ment on countering cyber-
terrorism, introducing a 
mechanisms for sharing 
information and mobilizing 
joint efforts on countering 
cyber-threats. 

EGIC: What role has 
cyber-capabilities had in 
affecting the many cri-
ses faced in the region - 
whether it be ISIS; Iran’s 
hostile activities; the Yem-
en War; the Qatar Crisis 
etc.?

KESHK: It is noteworthy 
that ISIS used social me-
dia to recruit around 80% 
of its members. Regard-
ing the Yemeni crisis, the 
Houthi militias monitor 
Internet users in Yemen 
and block the Internet con-
tent that is against them.  
Iran uses cyber terrorism for 
espionage purposes against 
its neighbours and to attack 
its opponents worldwide. 
A report by Microsoft in-
dicates that Iran  penetrates  
systems of companies and 
opponent governments 
across the world. That re-
sults in damages amount-
ing to hundreds of millions 
of dollars. A clear example 
was in 2017, when Iranian 
hackers targeted some 200 
oil, gas and heavy indus-
trial companies, in Saudi 
Arabia, Germany, the UK, 
India and the United States.  

EGIC: Oman is a flag-
ship of cyber-readiness 
in the Middle East. In 
terms of legislation and 
of approaching the cy-

ber-sphere, the country 
appears to be extremely 
modern, ranking out on 
GCI International Rank-
ing second in the world 
only to Estonia. What is 
the reason for such a high 
rank and how could the 
GCC countries leverage 
on Oman’s cyber-readi-
ness for regional security 
strategies?

KESHK: Oman’s ranking 
as third among the Arab 
countries in the 2018 world 
Cyber-Security Index of 
the e-Government Acad-
emy in Estonia was the 
result of efforts exerted by 
the country e-security. The 
Sultanate introduced a se-
cure and organized work 
environment by countering 
cyber-crimes, ensuring data 
security, and developing 
preventive plans to address 
crises that might be sus-
tained by the information 
sector. There has been also 
continuous development 
for the Sultanate’s capabili-
ties in electronic security. 
In 2016, Oman confronted 
more than 70 million cy-
ber-attacks on government 
networks. Different mech-
anisms were  introduced 
such as The National Com-
puter Emergency Readiness 
Team, set up in 2010. This 
body is one of Oman’s digi-
tal initiatives and is a key 
entity for addressing secu-
rity incidents. A flagship of 
cyber-readiness and espe-
cially, of cyber-awareness.

This interview was 
conducted by Arnold Koka

SCAN THE CODE
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Salami Tactics
FROM PAGE 1

generated a lively, if mis-
guided, debate about the US 
strategy of applying maxi-
mum pressure on Tehran in 
order to force it to end its 
support to terrorist groups 
throughout the region, scale 
back its ballistic missile 
production (and transfer 
to terrorist groups) and to 
fully abandon its nuclear 
ambitions. Some suggest 
that Washington’s withdraw 
from the Joint Comprehen-
sive Plan of Action (JCPOA, 
re: Iran nuclear deal) cou-
pled with President Donald 
Trump’s abrasive rhetoric 
is the main reason for re-
newed tensions. This as-
sumption is patently wrong.
Tehran harbours grand ob-
jectives of regional hegem-
ony. It seeks to dominate the 
geopolitical and religious 
landscape through a spider-
web of asymmetrical power 
platforms — re: Hamas 
in Palestine, Hezbollah in 
Bahrain, Iraq, Syria, Leba-
non and Yemen — to spread 
chaos into the established 
order. To manage its rise, 
and underwrite its religious 
credentials, Revolutionary 
Iran requires regime sur-
vival and continuity. The 
Imamate system of Ayatol-
lahs — grand and minor 
— the Supreme Leader and 
the Guardianship Council 
all find comfort and safety 
in the yoke of the Islamic 
Revolutionary Guard Corp 
(IRGC). The office of the 
president and ministers of 
the cabinet are political fa-
cades. Decisions of national 
importance are only taken 

by the institutional trio— 
Ayatollah, Council, Guards.
The spate of Iranian opera-
tions against its neighbours 
is the result of a fundamen-
tal change to the security 
machinery in the country. 
Ayatollah Ali Khamenei’s 
decision to promote Major 
General Hossain Salami 
to Commander in Chief of 
the IRGC — replacing Mo-
hammad Ali Jafari, who led 
the IRGC since September 
2007 — is producing wide-
ranging repercussions. Sa-
lami owes his para-military 
career to Khamenei and 
his appointment further 
strengthens the Ayatollah’s 
ability to navigate the Is-
lamic Republic’s internal 
and foreign policies and to 
make the crucial decision 
over his own succession. It 
is widely understood that 
Ayatollah Khamenei fa-
vours his son’s accession.  
Mojtaba Khamenei is a 
cleric from the Qom school. 
He is also the commander 
of the regime’s crack forces, 
the Basij militia. Mojtaba 
Khamenei and Hossain Sa-
lami are dear friends and 
given the pending death 
of Ali Khamenei and the 
subsequent, delicate, tran-
sition from Ayatollah to 
Ayatollah, Salami is placed 
to ensure that the will of 
Khamenei is respected 
and that his friend, Moj-
taba, assumes the throne.
Salami is in the process of 
consolidating his position. 
His provocations are calcu-
lated. Two weeks after the 
US designation of the IRGC 

as a Foreign Terrorist Or-
ganisation, and shortly be-
fore the halting of sanctions 
waivers on Iranian oil, Sala-
mi’s tactics were driven by 
Iran’s thirst for revenge and 
his manipulation of chaos. 
He sparked a crisis and then 
tried to bind the hands of 
the US by spreading disin-
formation. He physically at-
tacked Saudi Arabia and the 
UAE and then played dumb.  
His behaviour is warding-
off domestic opponents 
as he champions Iranian 
hyper-nationalism and ped-
dles a rally-around-the-flag.
More importantly, Salami’s 
tactics have driven a nail in 
the transatlantic relation-
ship. US-European rela-
tions are being defined by 
Iran as Tehran has slithered 
its way into Western secu-
rity discourses. This has 
exposed the fact that far 
too many European deci-
sion makers are paralysed 
with fear of abandoning 
the JCPOA. They fear the 
wrath of their business 
communities and they fear 
the Ayatollah’s faithful 
who have grown comfort-

able engaging in terror-
ist operations across Eu-
rope—Bulgaria, Denmark, 
France, the Netherlands, 
Germany, the UK (etc.). 
This fear is exposing Eu-
rope and European citizens 
to greater risks. Looking 
for loopholes, finding ways 
to circumvent US sanctions, 
funding the IRGC through 
business ventures in Iran 
will ensure that the transat-
lantic relationship remains 
frayed into the future. Be-
yond Trump and Macron, 
Merkel, May or Conte, at 
the heart of the NATO al-
liance rests the singular 
notion of solidarity. Iran’s 
blatant mockery of every-
thing NATO (and even the 
EU) stands for should have 
Washington’s allies circling 
the wagons and pushing 
back against the Ayatollah’s 
regime. It is a sad commen-
tary that Salami’s tactics 
are doing the opposite, po-
larising the Western alli-
ance so that the Ayatollah 
can get away with murder.

By Mitchell Belfer
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President Donald Trump’s 
decision to withdraw the 
United States from it. 
This new mechanism, 
known as the Instrument in 
Support of Trade Exchang-
es (INSTEX), will focus 
“on the sectors most essen-
tial to the Iranian popula-
tion – such as pharmaceu-
tical, medical devices and 
agri-food goods” which fall 
within the humanitarian ex-
ception to the US sanctions. 
It remains to be seen how 
many European countries 
will join, or how it will be 
put into action and, most im-
portantly, what the US reac-
tion is. But the early signs 
trigger numerous risks. 
So why are European 
banks, notably leading Ital-
ian financial institutions, 
so keen to circumnavigate 
US sanctions? It remains 
something of a puzzle. 
UniCredit’s appetite for 

sanction busting
It is important to see the 
Uni Credit case in its his-
torical and factual context. 
The long-running investi-
gation by US authorities 

has negatively impacted 
the bank’s reputation since 
2012. The penalties total-
ing $1.3 bn announced in 
April relate to violations 
of US sanctions targeting 
Iran, Libya, Sudan, Syria, 
Cuba and Myanmar. Leav-
ing aside North Korea, that 
is practically a ‘full house’ 
of black-listed countries.
In the settlement with Uni-
Credit’s parent entity and 
two subsidiaries, a guilty 
plea was entered by its Ger-
man subsidiary operating 
as HypoVereinsbank. The 
settlement records that the 
bank “knowingly and will-
fully” routed illegal pay-
ments that violated Iran 
sanctions from 2002 to 
2011, according to the US 
Department of Justice. What 
is more, the subsidiary went 
to “great lengths” to help 
Iran’s national shipping 
company, Islamic Repub-
lic of Iran Shipping Lines, 
evade sanctions, notes 
Brian Benczkowski, chief 
of the criminal division at 
the US Justice Department.
In practice, the UniCredit 

case goes back to the ear-
ly 2000s – another era in 
terms of international regu-
lation and sanctions policy. 
Since that date, UniCredit 
deliberately ignored US 
sanctions policy relating 
to several countries. Inter-
nally, the bank had devised 
a systemic method of falsi-
fying its records in order to 
conceal dollar transactions 
in breach of International 
sanctions. Furthermore, 
there were no relevant 
management controls and 
manipulation went on for 
a significant period of time 
and resulted in substan-
tial earnings for the bank. 
The offences committed 
were properly described 
as egregious and had been 
uncovered by investigation 
rather than self-reported.
It is therefore entirely un-
derstandable that the US 
authorities took a close 
interest in UniCredit and 
sought to single it out 
as an exemplar for what 
sanctions can be levied on 
those banks which flout 
US sanctions legislation.

Why defy sanctions?
Turning to other US pros-
ecutions of French, German 
and UK banks it is striking 
to see there were similar 
long-term internal sys-
temic methods for conceal-
ing US dollar transactions 
with sanctioned countries. 
The incentive for the bank 
and its employees were 
bumper fees, welcomed 
and authorised by man-
agement. Consequently, 
it is no surprise that these 
prosecutions were brought 
by the US authorities.
So why are these financial 
institutions so willing to cir-
cumvent US sanctions? The 
answer must lie in the fees 
that can be generated from 
arranging such deals. Even 
so, the scale of penalties 
levied by the US authorities 
make this a very risky busi-
ness strategy. This is a fact 
that must be borne in mind 
by European financial insti-
tutions tempted to arrange 
trade finance with Iran and 
other sanctioned countries.
Looking ahead, we doubt 
that this pattern of sanc-
tions circumvention will 
be repeated but new types 
of risks may well arise. 
Certainly, there is a per-
ceived lack of enforcement 
action by the EU authori-
ties. With Britain due to 
leave the EU this is likely 
to be compounded since 
the UK has tended to serve 
as the lead enforcer of EU 
sanctions. In future, US 
regulators, possibly in co-
ordination with UK are 
likely to extend the ambit 
of their action. After all, 
this has proved the case 
in the field of corruption. 
Many US prosecutions 

Why are European Banks so keen on 
sanctions busting? 

FROM PAGE 1
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Sudan and the Gulf'S Power rivalry

After popular protests over-
threw the 30-year rule of 
Omar Al-Bashir in April 
2019, intensive negotia-
tions are being held in the 
Sudanese capital, Khar-
toum, over the country’s fu-
ture. The parties are trying 
to agree on a shared formu-
la of power transition. The 
negotiations are ongoing 
between the Transitional 
Military Council (TMC), 
composed of ten senior mil-

itary officers led by Abdel-
fattah Al-Burhan, and the 
Declaration of Freedom and 
Change Forces (DFCF), a 
coalition of civil opposi-
tion mainly composed of 
left-wing democratic move-
ments and labour unions. 
Both sides share a similar 
vision of creating joint ci-
vilian and military councils 
to supervise the transitional 
period. In accordance with 
the demands of protestors, 

still on the streets, the ne-
gotiations are aimed to 
end the power monopoly 
by the military-led council 
which took over after Al-
Bashir ousted from power. 
According to officials, the 
talks between the parties 
have, so far, been positive. 
Nevertheless, the crucial 
point of disagreement is 
on the civilian control over 
security and defence af-
fairs, which the military-led 

council rejects. The resolu-
tion of this riddle, in one 
way or the other, could im-
pact the controversial par-
ticipation of the Sudanese 
military in Yemen’s war 
and the entire Sudan-Gulf 
relations more generally. 
The fall of Al-Bashir’s re-
gime viewed in the context 
of the Gulf crisis, which be-
gan when Saudi Arabia, the 
United Arab Emirates, Bah-
rain and Egypt cut relations 
with Qatar in 2017.  Al-Ba-
shir did not take sides. Now, 
in post Al-Bashir Sudan, 
the Gulf states are engag-
ing with Al-Khartoum. On 
19 April, Sudan’s ministry 
of foreign affairs denied, in 
a statement, the news about 
refusing to receive a Qatari 
delegation headed by the 
Deputy Prime Minister and 
Minister of Foreign Affairs, 
Mohammed bin Abdulrah-
man Al-Thani. This situa-
tion sparked a controversy 
over the likelihood that 
would be another arena of 

have already resulted in 
so-called ‘global’ settle-
ments, reinforcing the 
view that the US sees it-
self as the world’s police-
man in respect of sanctions.
For European financial in-
stitutions and commercial 
entities, the lesson to be 
learnt going forward is that 
they need to maintain a keen 
and constantly updated 

awareness of the potential 
reach of US and UK regula-
tory action. So, the onus is 
on them to implement inter-
nal compliance processes 
and management controls 
that match the standards 
required by the US authori-
ties, in addition to those set 
by EU jurisdiction. To do 
otherwise could prove very 
expensive, as UniCred-

it’s management are now 
obliged to acknowledge.

By Philip Hackett QC 
and 

Keith Boyfield

The authors are founder 
directors of Due Diligence 
Services International Ltd 
(DDSI), based in London. 
DDSI provides advice, 

training and mitigation 
strategies in respect of 
exposure to internation-
al regulatory action and 
International sanctions. 
Keith Boyfield is a Sen-
ior Fellow of the Euro 
Gulf Information Centre.
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the Gulf Crisis. On 14 April 
2019, the King of Bahrain, 
Hamad bin Isa Al Khalifa, 
declared his solidarity with 
Sudan and supported the 
efforts of the TMC to pro-
vide peace and stability for 
the Sudanese people. The 
same position was con-
veyed by the Kingdom of 
Saudi Arabia and the UAE, 
which also sent around $3 
billion (USD) in humani-
tarian aid to Khartoum. 
Subsequently, the head of 
the TMC, who was also the 
head of the Sudanese troops 
in the Saudi-led Arab coa-
lition in Yemen, expressed 
his commitment to con-
tinue participating in the 
war against the Houthis—
the Tehran-backed militia. 
Relations between Khar-
toum and the Arab Gulf 
states have long been am-
biguous. Al-Bashir has re-
peatedly distanced himself 
from the international poli-
tics of the Muslim Brother-
hood despite his ideological 
connection with them. Such 
a position led to fluctuat-
ing relationships with the 
international patrons of Is-
lamism, Qatar and Turkey. 
Nevertheless, he was keen 
to maintain his relationship 
with them and distanced 
himself from the Gulf cri-
sis in 2017. Also, Al-Bashir 
has always supported the 
Egyptian branch of Muslim 
Brotherhood and even host-

ed its leadership, after the 
2014 power take over by 
Abdel Fattah El-Sisi. Such 
a position had a negative 
impact his relations with 
El-Sisi’s Egypt and its clos-
est allies: Saudi Arabia and 
the UAE. Also, Al-Bashir’s 
ties to Iran and its regional 
allies, along with charges 
of human rights violations 
and war crimes by the In-
ternational Court of Jus-
tice (ICJ), made him the 
subject of sanctions by the 
international community, 
causing Sudan’s interna-
tional isolation. Just ahead 
the Saudi-led operation 
Decisive Storm in Yemen, 
Al-Bashir’s Sudan broke 
relations with Tehran and 
deployed more than 12.000 
soldiers to support the Sau-
di-led coalition against the 
Houthis. This policy shift 
helped him to restore re-
lations with Saudi Arabia 
and the UAE, thus limiting 
his international isolation. 
After this convergence Al-
Bashir expelled those Mus-
lim Brotherhood affiliate 
that he welcomed in 2014 
to enhance relations with 
Riyadh and Abu Dhabi.   
Sudan’s geostrategic posi-
tion enhances its attrac-
tiveness for the Arab Gulf 
states, located on the Red 
Sea littoral and proximate 
to the Horn of Africa, and 
with access to one of the 
most globally important 

waterways, enhances Su-
dan’s political and econom-
ic significance. Saudi Ara-
bia, after the newly-found 
convergence with Al-Ba-
shir, launched the Council 
of Arab and African coun-
tries of the Red Sea and 
the Gulf of Aden in bid to 
prevent Iran, Qatar and 
Turkey from gaining a foot-
hold in the Horn of Africa. 
This council was a direct 
response to an agreement 
signed between Ankara and 
Khartoum “to repopulate” 
the historic island of Swak-
in in the Red Sea and renew 
its port. This agreement 
has been already declared 
vailed, by the TMC, due to 
its infringement on Sudan’s 
sovereignty. The council 
was also a strategic re-
sponse to the agreement be-
tween Khartoum and Doha 
to develop Port Sudan—
one of the largest ports on 
the Red Sea coast.Sudan 

has the potential to be cen-
tral for maintaining food 
security in the Arab Gulf. 
The country has 175 mil-
lion acres of fertile lands, 
52 million acres of forest, 
102 million head of live-
stock and an annual rainfall 
of more than 400 billion 
cubic meters. If the local 
agricultural sector is prop-
erly supported with devel-
opment programmes, these 
assets can transform Sudan 
into the Gulf's bread basket. 
At the time of this writing, 
Al-Bashir has been offi-
cially charged with killing 
demonstrators during the 
unrest that ultimately led to 
his demise. What will come 
next, remains unclear, how-
ever it is certain that Sudan 
will remain an important 
factor in the wider Middle 
East and should not be reg-
ulated as a footnote.

By Ahmad Sas

FROM PAGE 7
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On 25 June, Manama host-
ed the two-day ‘Peace to 
Prosperity Workshop: Un-
locking Economic Develop-
ment and Investment in the 
West Bank, Gaza and the 
Region’— the economic 
component of the US-pro-
posed plan for solving the 
Israeli-Palestine Conflict.  
The economic plan calls for 
$50 billion in investments 
over the next 10 years in the 
West Bank, Gaza Strip and 
neighbouring Arab states.  
The participants included 

government officials from 
Bahrain, Egypt, Jordan, 
Qatar, Saudi Arabia, the 
US, the UAE as well as 
senior officials from the In-
ternational Monetary Fund, 
World Bank and a team 
from the European Union.  
On 27 June, Bahrain’s 
Embassy in Baghdad, was 
stormed by some 200 pro-
testers from Iran-backed 
militias who replaced Bah-
rain's flag with Palestine's 
and damaged the interior of 
the building.

A Month in the Gulf

On 23 June, the EU Am-
bassador to Bahrain, Ku-
wait, Oman, Qatar, Saudi 
Arabia and the Gulf Co-
operation Council (GCC), 
Michele Cervone D’Urso, 
and Kuwait’s Acting 
Deputy Foreign Minis-
ter, Jamal Al-Ghanim, 
signed an Establishment 
Agreement between the 
EU and Kuwait to open 
an EU mission in Kuwait.

On 27 June Kuwait’s 
Deputy Foreign Minister, 
Khaled Al-Jarallah, held 
talks with Ireland’s Minis-
ter of State for the Diaspora 
and International Devel-
opment, Ciaran Cannon, 
in Dublin. They discussed 
the establishment of their 
respective embassies in 
each other’s capitals and 
expanding mutual interests.

Bahrain Kuwait

Oman

On 13 June, two oil tankers 
were sabotaged in the Gulf 
of Oman. The attacks were 
followed by an increase in 
oil prices by more than 3% 
as this was the second attack 
on oil tankers in the Gulf 
region within one month. 
On 26 June Oman’s Min-
istry of Foreign Affairs an-

nounced that it will open 
an embassy in Ramallah, 
Palestine, as a sign of soli-
darity with the Palestinians. 
Oman would be the first of 
the Arab Gulf countries to 
have a diplomatic mission 
in the Palestinian territo-
ries.

Qatar

On 14 June, Qatar’s Foreign 
Ministry denounced the at-
tacks on the two oil tankers 
in the Gulf of Oman, ‘re-
gardless of the identity of 
the perpetrator,’ stressing 
that the attack was a threat 
to the regional security  
On 23 June, Tamim bin 
Hamad Al-Thani, the Emir 
of Qatar, held bilateral talks 
with Pakistan's Prime Min-
ister, Imran Khan, in Is-
lamabad. The two officials 

witnessed the signing of 
three Memoranda of Un-
derstanding on cooperation 
in trade and investments, 
establishing the Pakistan-
Qatar joint working group 
in tourism and in financial 
intelligence sharing to pre-
vent money laundering and 
terror financing. Following 
the visit, Qatar announced 
$3 billion in deposits and 
direct investments for Pa-
kistan.Saudi Arabia

On June 13, The two en-
ergy giants, Exxon Mo-
bil Corporation and Saudi 
Basic Industries Corpora-
tion (SABIC), announced 
that they will start the 
construction of a petro-
chemical complex in San 
Patricio County, Texas in 
the third quarter of 2019. 
On 18 June, A high-level in-
vestment forum, the Saudi-
Japan Vision 2030 Business 

Forum, was held in Tokyo. 
The Forum sought to en-
hance business ties between 
Saudi Arabia and Japan and 
attract Japanese invest-
ments into the Kingdom. 
On 23 June, Saudi Arabia’s 
Abha International Airport 
was hit by a drone launched 
by the Iran-backed Yemeni 
Houthis, which left 1 dead 
and 7 injured.

UAE

On June 18, Abu Dhabi 
hosted the 5th Arab-China 
Political Strategic Dia-
logue and the 16th Meeting 
of Senior Officials of the 
Arab-China Cooperation 
Forum. The Dialogue dis-
cussed the Arab-Chinese 
cooperation in all fields 
and coordination between 
them in various issues. 
On 26 June, The UAE’s 
Minister of Economy, Sul-

tan bin Saeed Al-Mansouri, 
and Patrizio Fondi, EU Am-
bassador to the UAE, held 
talks on the UAE-EU devel-
opment cooperation. Key 
topics were free trade ne-
gotiations between the EU 
and the GCC countries and 
the possibility of launch-
ing a Joint Emirati-Euro-
pean Commercial Business 
Council in the UAE during 
the Expo 2020 Dubai.

The full Arab Gulf Bulletins are available at www.egic.info/gulf-monitor

The latest events through our insights, analyses and  
explanations of the unfolding dynamics in 
the Arab Gulf states.

EGIC.INFO/GULF-MONITOR

GULF MONITOR



Dynamics - An EGIC Special Project

Beyond extending political 
and economic rights, wom-
en empowerment is also 
based on the status of their 
civil and social rights. And, 
in those countries where 
women are at the forefront 
of society, or leadership 
positions, there typically 
exists legislation to protect 
and defend the rights of 
women socially, politically 
and in the context of family 
affairs. Because of this di-
rect correlation, we believe 
it to be extremely important 
to address the latest reforms 
to family law in the King-
dom of Bahrain as a cog in 
our unfolding Women in 
the Gulf research project. 
By presenting and analys-
ing such development, we 
open a transversal window 
on the efforts to improve 
women’s rights in Bahrain. 

***
On 19 July 2017, Bahrain’s 
King Hamad bin Isa Al-
Khalifa, ratified the Unified 
Family Law after it was 
unanimously approved by 
the Kingdom’s upper cham-
ber of its bicameral parlia-
ment (Shura Council)—the 
final step in the constitution-
al process to promulgate a 
law. King Hamad described 
the new law as a ‘milestone 
in our comprehensive de-
velopment and a landmark 
legal chapter that protects 
the family entity.’ He also 
commended the role of the 
Supreme Council for Wom-
en (SCW) for advocating 
and supporting the prom-
ulgation of the law—an 
instrument to promote the 
role of women in society.  
Bahrain’s Unified Family 
Law is an important step 

forward for a small coun-
try in a complex region not 
typically noted for its politi-
cal modernisation. And it is 
therefore necessary to dis-
sect it and its implications.  
The law consists of 141 
articles dealing with the 
provisions of engagement, 
marriage, custody, alms, 
alimony, and divorce. It is 
a watershed piece of leg-
islation as it guarantees, 
for the first time, that all 
of these matters be treated 
according to the civil law, 
based on principles of ab-
solute equality between 
genders. The Family Law 
bolsters Bahrain’s judici-
ary and strengthens guar-
antees that protect litiga-
tors’ rights and preserve 
the Bahraini family cohe-
sion. The intent of the law 
would be to reinforce the 
status of the state and con-
solidate the rule of law over 
family matters, a sphere 
traditionally dominated 
by religious institutions.  
The main novelty of the 
law is that it applies to both 
the main religious sects in 
Bahrain — Sunni and Shia 
— after, in May 2009, a 
codified family law was 
adopted only by the Sunni 
sect due to prolonged pro-
tests from Shia groups. In-
deed, the theme has been 
controversial in the coun-
try since the government 
announced its intention to 
pass a similar law in 2005. 
Bahrain witnessed, on 10 
November 2005, protests 
led by Sheikh Isa Qassim, 
in which thousands of Shia 
took part in condemning 
the government’s decision. 
Subsequently, Shia MPs 

refused to endorse or even 
discuss the draft law—
prompting the government 
to withdraw the proposed 
legislation in 2009. Accord-
ing to some Shia clerics at 
that time, the parliament 
was not qualified to debate 
or decide on family mat-
ters rooted in religious ju-
risprudence. That year the 
family law was construct-
ed for application only to 
Sunni citizens of Bahrain 
or those Shia who chose 
to marry in Sunni courts. 
Since then, Shia women’s 
rights activists together with 
an assortment of NGOs — 
including, for example, the 
Bahrain Women’s Society 
— have been calling for a 
common family law that 
would affirm the civil status 
of the Kingdom regardless 
of the opposition of some 
religious groups. After 
years of deliberation, in or-
der to pass the new Unified 
Family Law, this year the 
government has engaged 
a religious committee set 
up by King Hamad and 
compromising religious 
scholars from both the 
Sunni and Shia sects who 
provided a series of rec-
ommendations to lawmak-
ers and helped ensure that 
the new legislation would 
not contradict religious 
precepts, thus strength-
ening its sustainability. 
Following the promulga-
tion of this law, the reac-
tions have been quite di-
verse across the spectrum 
and telling in their diver-
sity. Several women activ-
ists expressed deep sat-
isfaction. One lawmaker, 
Jameela Al Sammak MP, 

noted that this ‘is a new 
birth for Bahraini women 
and a grand chance to pre-
serve their dignity and pro-
tect their rights fully.’ Shura 
Council Member, Nancy 
Khedhouri (one of the lead-
ers of Bahrain’s Jewish 
community) suggested that 
the law would help women 
secure more rights: ‘It will 
help with the progress of 
women and society in gen-
eral.’ She went on to sug-
gest that ‘it will elevate all 
women in Bahrain to their 
rightful levels, giving them 
all their rights as the law 
will address all loopholes.’ 
Yet, alternately, some more 
orthodox Shia clerics, such 
as Sayed Abdullah Al-
Ghuraifi, Sheikh Abdulhus-
sein Al-Sitri, Sheikh Mo-
hammad Saleh Al-Rabie 
and Sheikh Mohammad 
Sanqour signed a state-
ment arguing that the opin-
ion of clerics and scholars 
will not change after pass-
ing the family law—con-
sidered an impingement 
on (Shia) doctrinal spe-
cificities, and that the law 
itself violates the sect’s 
views and provisions in 
the realm of family affairs. 
While the journey to full 
equality for women in Bah-
rain still faces a few ob-
stacles tied to a mixture of 
traditional costumes and an 
ad literam interpretation of 
religious texts by some reli-
gious authorities. However, 
it is clear that with the ap-
proval of this law, Bahrain 
has taken a concrete step in 
the right direction.

By Cinzia Bianco

Page 10
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Pioneering Personalities in Saudi Arabia. 
Women who are Driving Change

T HE MON T HLY R EV IEW

This book is available to read and consult at our Headquarters in Rome, Italy. More information at www.egic.info 

In the context of Saudi Ara-
bia’s social and economic 
reforms, led by King Sal-
man and the Crown Prince 
Mohammad bin Salman, Je-
susa Alvarez Ayala’s book, 
Pioneering Personalities in 
Saudi Arabia: The Women 
who are Driving Change, 
focuses on social aspects 
of the unfolding Saudi Vi-
sion 2030 project. The book 
is based on the biographies 
of leading women on Saudi 
Arabia’s social level and 
on a series of interviews 
of Saudi women in leader-
ship positions. The book 
aims to break the stereo-
types surrounding women 
in Saudi Arabia by pre-
senting role models who 

had a significant influence 
on the country’s reform. 
Ayla is a Spanish feminist 
biographer and social ac-
tivist, and she was inspired 
to draft this work follow-
ing her 2014 biography of 
Thouraya Obaid-- a for-
mer director of the United 
Nations Population Fund 
(UNFPA) and currently 
a member of Saudi Ara-
bia’s Shura Council (Sen-
ate.) Along with Obaid, 
Ayla drafted the biography 
of eight other leading fig-
ures who made a remark-
able impact throw out 
their careers, despite the 
challenges that they faced. 
Notably, they helped lay 
down much of the Saudi 

Vision 2030’s foundations. 
The book also highlighted 
the challenges these pio-
neering personalities faced 
and their backgrounds, 
their significant personal 
touch. Moreover, the di-
versity in their professions 
and achievements breaks 
several clichés with regards 
to women in Saudi Arabia. 
The second part of the book 
is dedicated to specific parts 
of the Vision 2030 con-
cerned with the improve-
ment of women’s impact 
in society. Specifically, the 
role women played in the 
reform process consisted 
in influencing their engage-
ment in the Shura Coun-
cil, the education process, 
personal accomplishments 
and the role of women in 
economic innovation, re-
ducing unemployment and 
building-up the middle 
class.  This part contains 
a selection of interviews 
with some of the women 
who took part in this reform 
process and hold position 
in social associations and 
governmental institutions. 
These interviews aimed 

to track the process of so-
cietal reforms and the ex-
pectations they generate. 
Additionally, Ayla high-
lighted a very important 
perspective: permitting 
women to drive, attend 
sporting events, and the 
gradual opening up of Sau-
di society is only the be-
ginning of a long journey 
which will lead women, 
and Saudi Arabia, into the 
future.

By Ahmad Sas

Jesusa Alvarez Ayala is a 
spanish feminist, biographer 
and social activist.
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